
Cryptographic 
Discovery



Types of security

● Cryptography achieves:
○ Confidentiality = information is secret
○ Authenticity = assurance of where information originated
○ Integrity = assurance information has not changed

● Different cryptographic algorithms achieve different types of 
security



Cryptography for confidentiality

Same secret key encrypts 
plaintext and decrypts 
ciphertext

Symmetric encryption Asymmetric encryption

Public key encrypts plaintext, 
private key decrypts ciphertext



Key Encapsulation Mechanism (KEM)
● KEM is a special case of asymmetric encryption:

○ Plaintext is always a symmetric key
● Used in combination with symmetric encryption
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Cryptography for authenticity 
and integrity
Message authentication
Code (MAC) - symmetric

Digital signature - 
asymmetric

Secret key produces tag 
from message
(message,tag) verified using 
secret key

Private key produces digital 
signature from message
(message,signature) 
verified using public key

tag

tag



Cryptographic Inventory

● Important to get a complete overview of all cryptography you 
have in your IT systems

● Cryptography hides in many places, not easy to get a complete 
overview

● Tools exist to automate the search
○ Must use multiple tools for complete discovery

● IT environment not static – check, and insist on, PQC compliance 
for every new system or service to be acquired
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Where to search for cryptography

● Source code, disk images (static code analysis)

● Compiled code, executables (binary analysis)

● Network traffic

● System or configuration settings

● Certificate stores

● Cloud services

● Hardware/firmware (IoT or OT)
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Static code analysis

● Searches for cryptography in source code, libraries and disk 
images

● Looks for calls to functions in cryptographic libraries

● Open-source tools exist for scanning Python and Java code

● Limitation: only works for in-house and open source code, not for 
third-party applications
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Dynamic analysis

● Searches for cryptography in running code and executables

● Finds cryptography used at run-time, also for third-party 
applications

● Limitations
○ must set up real-time monitoring of running applications
○ No open-source tools as of now
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Network monitoring

● Scans network traffic, looking for use of cryptography 
● Finds cryptography used in network protocols (TLS, SSH, IPsec,...)
● Not disrupting normal operations
● Open source tools for network scanning for cryptography exist 
● Limitations

○ Only finds cryptography in network communication
○ If communication is encrypted, only discovers cryptography 

used at protocol level
■ Might be more crypto used inside encrypted traffic
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System or configuration settings

● Scan configuration files (Windows registry, Linux configs,…) 
looking for policies on cryptography or installed hardware 
(TPMs or HSMs)

● Scan file systems looking for installation of known 
cryptographic libraries (OpenSSL, BouncyCastle,…)

● Limitations
○ Only finds what may exist, not what is used
○ Requires privileged access to read system files
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Certificate and key stores
● Certificates and public keys readily show the cryptography 

used for authenticating machines and people
● Easy to parse and document
● Limitation:

○ Only covers certificates and keys found on system, not 
their usage 
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Cloud services

● Check your cloud services for cryptography deployed by cloud 
provider (key management systems, key vaults)

● Tools can scan container images or infrastructure-as-code for 
cryptographic libraries

● Scan network traffic to and from cloud provider
● Contact cloud provider and ask for PQC compliance
● Limitations:

○ Access to cloud provider solutions may be (is) restricted
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Hardware and firmware

● Check what cryptography is running in IoT or OT devices
● Need specialized tools for firmware scanning or hardware 

introspection
● Limitations

○ Limited API, difficult to test automatically with common 
tools

○ Probably need to trust information from device vendor
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Cryptography to keep or replace

OK to keep Must be replaced

Different types of cryptography: some is fine to keep, some must be replaced

Symmetric ciphers (AES, 
Chacha, ...)

Hash functions and MACS 
(SHA3, SHA256, HMAC,…)

Asymmetric ciphers and key 
exchange (RSA, ECDH, …)

Digital signatures (RSA, 
ECDSA, …)



Use tools to find cryptography
● Several existing tools for discovering cryptography in an 

ecosystem
● Different tools have different focus

○ network, source code/libraries, binaries, end users vs. servers,…

● Expect to use multiple tools for a complete overview
● Many tools are vendor-specific, some are open-source



Vendor-specific tools
Examples only, none recommended in particular



Open-source tools
Source code/libraries Network traffic

September 2025: discovery tools are under development and improving



Output from scans and searches

● Different tools give output in different formats
● Output from search should be given in systemized format
● Cryptography Bill of Materials (CBOM) is a a good format for listing 

cryptographic assets found in a system
● Take the time to convert output from searches into CBOM format

○ Existing converter: Cryptobom Forge converts output from 
CodeQL into CBOM





Parsing output from tools

Strings indicating symmetric crypto, hash 
functions, macs (OK to keep) 

Strings indicating asymmetric 
cryptography, digital signatures, key 

exchange (needs replacement)) 

SHA AES Poly1305

HMAC CBC GCM

ChaCha

Exceptions (old and deprecated algorithms)

SHA1, MD5: replace with SHA3 or SHA256

DES, 3DES: replace with AES

Not exhaustive list…

RSA DSA EC DH

Ed 25519 P521 DHE

Not exhaustive list…



Cryptographic Bill of Materials
● CBOM: file format describing cryptographic assets
● Part of CycloneDX component model
● Realized as JSON files
● Algorithms, keys, protocols, certificates, and other cryptographic assets can 

be listed in CBOMs

https://cyclonedx.org/guides/OWASP_CycloneDX-Authoritative-Guide-to-CBOM-en.pdf





PQCC Inventory Workbook

● PQC Coalition has made workbook to helping to get overview of 
PQC inventory -> https://pqcc.org/pqc-inventory-workbook/

https://pqcc.org/pqc-inventory-workbook/


Cryptographic discovery 
in example company



Cryptography discovery process

Example of cryptographic discovery process in a fictitious 
medium-sized business embarking on its PQC migration

● NordICT AS: IT consultancy, operating in the Nordics

● IT consultancy, operating in the Nordics, with around 
1000 employees 

●  ~25% are remote workers.

based on use-case described in NIST SPECIAL PUBLICATION 1800-38B: Migration to Post-Quantum Cryptography Quantum Readiness: Cryptographic Discovery, Volume B 
(Dec 2023)  https://www.nccoe.nist.gov/sites/default/files/2023-12/pqc-migration-nist-sp-1800-38b-preliminary-draft.pdf 



NordICT profile

● Around 1000 employees (~ 250 remote)
● All employees receive a company laptop (organisationally managed)
● Proprietary company data stored in internal servers + cloud services
● Internal development team: create software and services for clients 

and NordICT internal processes.
● NordICT has a well-established cybersecurity posture
● Embarking on a multi-year, phased PQC migration, initiated by CISO 



Discovery strategy

Separation of discovery task:
1) identify vulnerable cryptography in codebases developed for 

clients
2) identify cryptography on internal systems and devices managed 

by its IT department. 
• operating systems, communication servers/controllers for 

wired and wireless networks, 3rd-party and in-house 
application software, firewalls, key management systems, etc

3) identify vulnerable cryptography usage by cloud services used by 
the company (but not managed at NordICT)

• method: capture network traffic to cloud providers



Discovery strategy

Approach: 
● automate discovery as much as possible using discovery tools, 

leveraging existing enterprise systems if possible.
● goal: create a cryptography inventory that will help NordICT to 

develop its migration roadmap.

● PQC migration team tasked with performing market research on 
automated tools, both commercial and open-source.



Cryptography discovery tools
The team’s research concludes that many tools may be required, creating a 
challenge for the IT team with limited resources.
● use of different tools will require the normalisation of the different 

reporting formats into a common format, to integrate into existing 
security event reporting tools.

NordICT adopts a risk-based approach, to prioritise systems to be migrated 
first after inventory is complete
● Note: prioritisation can only be done if key processes and assets for 

their business have already been identified and mapped to operational 
system and services



Cryptography discovery 
process at NordICT
The discovery process of vulnerable cryptographic algorithms will be 
broken into the three following use-cases:

1. vulnerable cryptography used in code, compiled binaries, or 
dependencies during a continuous integration/continuous 
delivery (CI/CD) development pipeline

2. vulnerable cryptography used in assets on end-user systems and 
servers, including applications and associated libraries

3. vulnerable cryptography used in network protocols, enabling 
traceability to specific systems using active scanning and 
historical traffic captures



1. discovery: protecting 
code development pipeline
The process can be related to NIST’s DevSecOps project1, which in turn 
leverages the Secure Software Development Framework (SSDF)2

● SSDF defines secure development practices organized into four practice 
groups

1: https://www.nccoe.nist.gov/sites/default/files/2022-11/dev-sec-ops-project-description-final.pdf 
2: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-218.pdf 
Table source: https://www.nccoe.nist.gov/sites/default/files/2023-12/pqc-migration-nist-sp-1800-38b-preliminary-draft.pdf



1. discovery: protecting 
code development pipeline
NordICT migration team chooses to align migration tasks within the 
framework provided by the SSDF, mapping tasks to PQC migration 
characteristics.
● approach will lead to 

creation of CBOM 

Table source: https://www.nccoe.nist.gov/sites/default/files/2023-12/pqc-migration-nist-sp-1800-38b-preliminary-draft.pdf  



2. discovery: operational 
systems and applications

Typical cryptographic assets in this category can be divided into two classes 
of files:

1. executable: runnable software, e.g.
a. application binaries
b. Cryptographic libraries
c. Java archives

2. non-executable: filesystem objects referenced by executables, e.g.
a. Keystores (PKCS#12, Java Keystores, etc)
b. Other key formats (OpenPGP keys, OpenSSH keys, PKCS#1, etc)



3. discovery: transport 
protocols and network services

Identify cryptographic protocols used in network communications, 
both internally and externally
Most common protocols:
● TLS (originally to protect HTTP, but also used for securing SMTP, 

IMAPS, RDP, etc)
● SSH (for secure remote shell access)
● IPsec (basis of most VPN implementations)



Exercise

Download CBOM files from https://tinyurl.com/bdmny3tf

Analyze files on https://www.zurich.ibm.com/cbom/

Task: Mark all cryptography to be replaced

SHA

AES

Poly1305

HMAC

CBC GCM

ChaCha RSA DSA

EC DH

Ed 25519

P521DHE

https://tinyurl.com/bdmny3tf
https://www.zurich.ibm.com/cbom/

